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Preface

This version of the Earth Observing System Data and Information Systenb(BDEestSystem
(ETS) operations concept document is an update to the previous version (8grsidalished in
March 1994.Version 3 was signed by cognizant personnel from CB08&s 515,and 521;
however, it was never baselined by a Configuration Control Board.

This new version reflecthe ETSunderstanding of recent changes in B@SDIS and the role
that ETSwill play in providing test and simulationtools to support EOSDIS groursystem
testing.This version has bearpdated tanclude comments receivedter its presentation at the
ETS delta system requirements review, held in Deceni®®4, and EartlScienceData and
Information System (ESDIS) redirection provided in April 1995.
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Abstract

The ETS providestest capabilitiesfor the groundsystem supportindearth Observing System
(EOS) spacecraft thabnform to the Consultative Committee for SpBe¢a Systems (CCSDS)
Recommendation&TS isdesigned to simulate artdst EOS ground datsystems and element
interfaces. Thesimulation andtesting capabilitiescover only Level O processing up to data
delivery to the Distributed Active Archive Center (DAACS).

This document describéke operations concept for the ETSintludes a system description,
system operations concept for each tesbnfiguration grouped by testphase, operations
scenarios, an acronym list, and a glossary of terms.
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Section 1. Introduction

1.1  Purpose

This document presents the operations coneyasionedor the EarthObserving SysterfEOS)
Data andinformation System (EOSDIS)est System(ETS) and describeshe capabilities and
features of ETS thatan be used for testing tB®SDIS. The documemlso discusses aspects of
the ETS such as the system overview, operational scenarios, and security.

1.2  Organization

This operations concept documettescribeETS as a test tool for the Ear8itience Data and
Information SystenfESDIS) Projectind describethe ETStesting capabilities. The document is
organized into five sections.

Section 1 is an introductory section. It descrities conventiongollowed inthe document, the
mechanisnfor control of the document, and the scope of the ETS. Section 2 presents the ETS
overview. Section 3 describ#se ETSoperations concept for tHere operational configurations

of the ETS, and Section describesthe operational scenarios for tlige configurations.
Section 5 discusses security recommendations and issudéise testsystem itselfthe testing
environment, and the operations personnel.

This document also contains an acronym list, a glossary, and a list of references.

1.3 Conventions

Throughoutthis documentthe termelementrefers to EOSDISntities or systems. Examples
include but are notlimited to the EOS Dataand Operations SystenfEDOS), EOS
CommunicationdEcom), the EOS Operations Center (EO&)d Distributed ActiveArchive
Centers (DAACS).

The termuser refers to the various EOSDISstteams who us&TS resources to support test
requirements. These teams inclubdet are notlimited to the individual EOSDIS element
developertestteams (i.e., EOCEDOS), the EOSDISndependent verification and validation
(IV&V) team, and the EOSDIS integration anmestteam. TheETS user isresponsible for
detailingtest objectives,defining test datarequirements, conducting or monitoring tiest, and
assessingestresults. AnETS operator W set up, controland monitor system equipment for
activities related to pretest, test execution, and posttest operatiortsvoltades are discussed as
though theyare separatentities; however, for sontests, thdunctionsmay beperformed by the
same individual or group.

The termdata setreferscollectively tothe EDOS data set#cludingexpedited data sets (EDSSs)
and productiordata sets (PDSsyhich can begenerated by EDOS @imulated orcaptured by
ETS. ETSalso handlesthertypes ofdata,such as channel accegataunits (CADUSs) orrate
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buffereddata.When referring to any nonspecifigpe of data, the terrdata file is used inthis
document.

Some sections of this document differentiate amen§ datageneration capabilitie€TS can
generate test data brious meansancluding using alatasimulationtool, processinglatawith
ETS hardware, or capturing and transmitting user-provigstl dataBecause of theomplexity
involved inthe EDOSlevel-zero processing, the tesimulaterather thargenerateis usedvhen
referring to the ETS capability to provide EDOS data set3his terminology is meant to
emphasizeéhe fact thaETS does notuplicate theEDOS processing but able tocreate data
sets with the same format and structure as the EDOS data sets.

1.4 Maintenance

This ETS operations concept document (OCDi)l wonform to ESDIS Projectguidelines for
configuration control. Required changes in the document theredlftdre madethrough the
issuance of formal Document Change Notice (DCN) pages.

1.5 ETS Scope

The ETS provides testingapabilitiesfor the groundsystem supportingEOS spacecrafiyhich
are Advanced Orbiting System®OS) spacecraft thatonform to recommendations established
by the Consultative Committee for Space D3tstems(CCSDS). Although th€eTS will be
designed tesupport the AM-1 spacecratft, it ixtensible tothe PM, AERO, ALT, and CHEM
series and other AM spacecraft. In general, ETS

* Generates input and output products that interface with one or more EOSDIS elements

* Provides for appropriate daflow (i.e., ETS trasmission and receptiorfpr these
products among EOSDIS elements in a given test

» Providessufficient summary qualitand accounting statistics atata transmitted and
received fotestteams to assess performance ofeleenent undetrestand to determine
correctness and completeness of the element's generated data products
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Section 2. System Description

2.1  System Overview

ETS will provide testingcapabilities needed tsupport EOSDIS tesctivities duringthe EOS
AM-1 mission lifecycle. An extensivgground network ideing assemblethat will supportthis
and subsequenEOS spacecraftFigure 2-1 shows a high-level datdhow of the EOSDIS
interfacesthat ETS will beable totest orsimulate.ETS will provide capabilities tsimulate
EOSDIS element input, output, and functionality, as shown in the figure.

ETS will providetestcapabilities to help verifghe dataprocessing of EOSDI8lements under
test. ETSwill provide capabilitiesfor additional or independenterification of anEOSDIS
element processingTS will also providedatasimulation capabilitieassociated witlnterfacing
elements to the element under test.

ETS is being developedor the ESDIS Project by Code 515.2, tBanulations Operations
Section, in conjunction witikCode 521, the MicroelectroniBystems Branchyhich is providing
much ofthe hardware technolodeingused in HS. Functionally,ETS comprises three systems
that will provide capabilities teupporthigh-rate simulationdpw-ratesimulations, and spacecraft
simulations. Figur@-2 shows the high-levélinctionsETS will perform. Each of these functions
is described in the subsections that follow.

High-rate refers to the 15fhegabitsper second (MbpsKu-band sciencelata streamnput to
EDOS and the resultant ED@®8tput productsLow-rate simulations refer tohe generation and
processing of the S-band telemetry and spacemvaftmands. AETS high-rate system transmits
spacecraft scienagataand serves as a source and destination for EQEDé& sets. Twdlifferent
ETS systems perfornthe low-rate functions: one is uspdmarily for providingEDOS low-rate
processing of an external spacecdsta sourceand theother is used foproviding spacecraft
command and telemetry simulations.

2.2  ETS High-Rate Simulation Functions

SpecializedETS equipment and communication interfaces will be requicgdthe high-rate
simulation functionghat ETSwill provide; these functionare assigned tdhe ETSHigh-Rate
System (ETS-HRS). The ETS-HRS will be used to perform four main functions:

* Simulate science return-link data streams
e Capture EDOS-produced data sets

» Verify EDOS return-link processing

* Simulate EDOS data sets
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The ETS-HRSwill be used tosimulatethe solid-state recorder plagck of sciencelata.Before

an actuakest, ETS will beused to generate data sets tt@attain science and instrumeddta.

The datacan be simulated usifigTS data-generationtilities or can becreated fronscience or
instrument data recorded in tests with the spacecraft or other simedatoes. ETS willransmit

the data in théorm of CADUs as a serial clock amhta stream to the EDQOfterface as if the
data werebeingtransmitted by the Tracking and Dd&R&lay Satellite SysteffTDRSS) Ground
Terminal(TGT). ETS will beable to providéwo streams of science playbagktaeach at aate

of 150 Mbps.

The ETS-HRSWwill be used to capture theutput from EDOSprocessing. EDOS productsll
include expeditedata sets (EDSs)nd productiordata sets (PDSs). ETS will lable tocapture
one data set file transfer from EDOS at a rate up to 34 Mbps.

The extent tavhich ETS will check the data products will depend on the nature degteAt a
minimum, ETS will be able to store and later check the structure and format of therdetaves
from EDOS. At the otheend of the spectrum, the ETS-HR& be used teupportverification

of EDOS return-link processing byerifying the packet-level headeauality and accounting
information ofthe actual EDO$roductagainst the correspondimgformation inthe expected
product. Forthis function, beforethe actualtest, ETS willalso generate anothelata set
containingthe expectedutput from the EDO$rocessing. The EDOS processwerification

will be performed usingeTS utilities that compare the actual EDOS products to HTE-

generated products from the same input data stream.

The fourth major function ofthe ETS-HRS will be thaimulation of EDOS data products for
transmission to the DAACs. Awoted aboveETS can process a CADU input stream to generate
expected EDOS output and create data sets. ETS also has a data-gemditgtibrat will create
data setsbased on user inpufor testswith the DAACs, ETS can be used to transmit
prerecorded data sets thaDAAC can process. ETS will bable to transmit up tthree data
streams with an aggregatete of 34 MbpsETSrelies onEcom for data transposervices of all
data handled, except the 150-Mbps CADU data stream.

2.3 ETS Low-Rate EDOS Simulation Functions

ETS will be capable of supporting initi@sts of the spacecrafith the EOC byperforming some
EDOS low-rate return- anfibrward-link processing functions. These capabilities will enable the
EOC to interface with the Spacecraft Checkout Station (SCS), located in the Spacecraft
Integration andrestFacility (SCITF) inValley Forge,PA. ThesesameETS capabilitieswill also

be used for the EOS AM-1 spacecraiinulator (SSIM) being developed byhe spacecraft
manufacturer as a training simulator the EOCflight operations team. These low-ré®ctions

are assigned to the ETS Low-Rate System (ETS-LRS) component.

For low-ratereturn-linkdata, the ETS-LRS willeceive CADUs fronthe SCITF or SSIMframe
synchronizethe data, Reed-Solomon decoded correct the data, extra@nd annotate the
packets, extract theommand linkcontrol words (CLCWSs), anttansmit thedata packets and
CLCWs tothe EOC in the format of EDOS dataits (EDUs). Forforward-link data, ETSwill
receive the spacecraftommands fromthe EOC in the form of blocks ofommand link
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transmission units (CLTUs) and will transmit thlata ascommand bit streams tthe SCITF or
SSIM through Ecom.

2.4  ETS Low-Rate Spacecraft Simulation Functions

Another set of low-ratdunctions thatETS will perform can begrouped under spacecraft
simulations. ETS will generate théasic S-bandpacecraft telemetrgata formatsincluding the
housekeeping, health and safety, diagnostic, and playtatek formatsETS will receive and
verify commandsaccording to Command Operatidtrocedures (COP-1) protocol. Both ETS
low-rate components areapable of providing spacecradimulation functions.The ETS-LRS
transmits a pregeneratetafile, whereas the thirTS component—the Multimode Portable
Simulator (MPS)—provides greater simulation flexibility and nayneamicinteraction. The MPS
can respond in telemetry tperatorand spacecraft commands. The spacecraft simupagnates

in three data format modeserial spacecraft data for nmal SpaceNetwork (SN) operations,
4800-bit blocks for contingencyetwork operations [Ground Network (GN), Deep Space
Network (DSN),Wallops Orbital Tracking System (WOTS)], agDOS formatge.g., EDUs,
CLTUs) for directcommunication wittEEOC withoutrequiringEDOS. The MPS is portable and
can support ground network testing from various test sites.

2.5 ETS System-Level Functions

The systems described the preceding sections hageveral common functionthat can be
considered system-level functions. They includst support, operationsianagementdata
(OMD) simulations, and offline utilities.

25.1 Test Support Functions

Collectively,the termtest support functionmcludesthe functions accessiblarough thesystem
environment andiser interfacehat areactive while the user is preparing fortast, executing a
test, orperforming posttestanalysissupportactivities. The user must provide requirggstem
input, and thesystem willrespond with the appropriatgeratorcommand responses, such as a
stored file, test status, or test results. Test sugpoctions wil be provided by buhot limited to

the following:

» Data-generation tools

* Equipment setup or configuration files

* Automated timelines or scripted operator directives
e System status and test data displays

* Activity logging

* Posttest analysis support tools

* Report-generation tools
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2511 Data-Generation Tools

Various optionswill be availablefor generatingest data. If a cusinized data set is needadd a
comparabledata set does naxist, one can be created based on the forroatent, anderror
simulation needfor the test.Thetest datacan be simulated by using data-generatitiities or
by using spacecraft data provided from external test data sources.

The data-generation utility will be able to create products in the following formats:

» CCSDS version 2 frames |[virtual channafata units (VCDUS), coded VCDUs
(CVCDUs), CADUS]

» CCSDS version 1 packets
« EDOS-formatted EDSs and PDSs
« EDOS-formatted rate-buffered data files

* National Aeronautics and Space Administration (NASA) Communications (Nascom)
blocks (DSN, GN, WOTS format)

For each type of product, the user specify header fieldanddata content. In addition, the user
can insert errors in the headers or data at specified locations and frequencies.

The user carspecify that data be generated from scratchcan providedata in one of the
following formats:

* Raw sensor data
* Packets

* Frames

» Data sets

This datacan be input t&ETS electronicallythroughFile TransferProtocol (FTP)if the user has
connectivity) or by physical media including Sony ID-1 tapes, Ampex D@&fgis, od-mmtape
archival retrieval (TAR)-formattethpes. The user-provided datn be used as is or bwdified
by an ETS utility.

To create a set of CADUSs to transmit to EDOS, the user will provide a set of paraseéieng
the desireddata stream. Such parametersudel, at aminimum: VCDU-IDs, length, and RS
interleavedepth. If the packet-levaedata isalso needed, the user capecify the application
procesddentifiers (APIDs), length, and packet-levdhta. Packet-leveddatacan include dixed
byte pattern,incrementing bytgattern, or user-provided packet data. If one oftéisobjectives
is to verifyEDOS processing of the ETS-genera®DU data stream, then one or mdites of
expected results couloptionally beproduced by the data-generatiotility. Thesefiles would
correspond to expected EDS or Pp&ket-level quality and accountingtaagainst which to
compare actual data sets received from EDOS during a testing session.

To create an EDOS data set (tlgatanEDS or PDS), the user witlrovide a set of parameters
that define characteristics of a data set. Such parameters will includajratnam: data set type,
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spacecraft ID, VCDU-ID, APID, TDRService sessio(iT SS) information, number opackets,
the time in packets, anerror insertion information. Eors to besimulated will include length
error, fill, sequence courtiscontinuity, and gapssummary quality and accounting information
will also be included apart of the data sefThe format of the data set wilonform to the
interface control documerftCD) between the EDOS ardAACs. The data-generatioutility
will be able to create PDSs from scratch that simulate up to a 24-hour period.

Interfaceswill be provided at eaclevel of data set production; that, raw sensor data will be
formatted into packets and packets will be encapsulated into CADUs for a particular VC-ID.
Each of these intermediatiata set productsilvbe made availabléor dataanalysis. Errors can

be simulated at eadbvel of data-set generation; packégme, andPDS. Forinstance, the user

can specify packet header errors at a configured frequency or pattern of occurrence.

There is another method of creating data Hssspan a 24-hour periodETS will be able to
simulate TGT input to EDOS as multipl@ SS events over a 24-hour period bjaying back
pregenerated test data recordechih-rate tapelrives. Eacltapecanstore up to 9@jigabytes
of data,providing a continuouslata source for up to 8ainutes at 150 Mbps. Theumber of
TSS events per tape depends on the length of each TSS. Loading a tape takes less than 5 minutes.

After a datdile has beerreated, it willbecomeavailablefor subsequent catalogingtorage, and
possibleupdate. Based orestrequirements, reuse ofpaeviouslycreated datéile as is orwith
slight modification to selectediatafields may besufficient. Utilitieswill be available toallow the
user toview and edit an existingatafile or to modify certainfields throughout thefile. For
example, dile could be copied, then updated witvised spacecraft tinfeelds in each frame or
with changed selected APIDs.

For testcases toverify anEOSDISelement’s error-handlingrocess, errorsan be intentionally
inserted in the ETS dafée. Thefile modification utilities can augmettieinitial data-generation
error-simulation capabilitiesError conditions in thesimulated return-linkdata can include
incorrectly formattediata, missingdata or gaps (asdicated by breaks in sequenmeunters or
packet fragments), data coding errors, or invalid header fields.

The created datles will be verified internallybefore theyare used in &est. Datdfiles will be
checked to ensurthat headeffields are correctand that proper data formatonventions are
followed. Data files will be provided to thetestteams, at their request, for thémdependent
verification that the data conforms to their specifications.

25.1.2 Equipment Configuration Setup

Anothertest supporactivity will include definingthe configuration oETS equipment needed to
meet the prescribet@strequirementsETS comprises a series of configurable subsystems, each
with associatedetup parameters thatust be specified. The requiredtupinformationfor the
selected equipment configuration can be definedstoed in a setufile before thetest. The
setup configuratiofiile would include for example, specific informatiorelated to the source of
the data (e.g., disk or tadde identifier), data rate, outputhannel, loggin@ptions,transmission
duration, and inputhannels, if required bihe particulatest. Forinput to be received b TS,

the equipment will be initialized to expect and accept data at a scheduled time during the test.
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25.1.3 Automated Test Scripts

Depending orthe nature of the test, the opportumtight arise tcautomate some usactivities.
Anothertest supporutility will assistthe user in preparing &@st script file that could beused
during thetest to controlrepetitive or time-critical functions. Thigaturemight be useful for
simulations of the solid-state recorder. Different files coulddieip corresponding to tkarious
virtual channel buffersThe testscript file would specifythe sequence diles and duration, for
example. Even if ntestactivities can ba@utomated, a testcript must be developed to guide the
actions required of the ETS user.

25.14 System Status and Test Data Displays

During thetest,users will beable tomonitor ETS displays showinghe current status of the test,
including the amount of data transmitted and received, data error indicators, test elapsed time, and
testconfiguration informationFor the low-ratesimulations, users will bable to view portions of

the data ashey are transmitted or receiveBor instance, userwill be able to view spacecraft
commands as received from the EOC.

25.15 Activity Logging

All user directives ocommands from a scripted timelindllvbe logged to a session journal.
System event messages, suchhase produced upon receipt of spaceaafimands or upon
completion of atape playback, wll also be logged. The useillwhave anoption as towhich
messages anetror conditions are logged to the |de. Timetags are associated with eactiry
in the logfile. The operatorcan also activatdata captur@ndstorageduring atest for low-rate
spacecraft and operations management data up to specified storage limits.

25.1.6 Posttest Analysis Support Tools

Data logged duringests will beavailablefor retrieval andanalysisand can be used ifault
isolation, data verification, or results determinatioQffline utilities will be available toselect
parameters for either logging dumpingdata. Forexample, ausermay only beinterested in
looking at data from a certain virtual channel or at data received during a specified time interval.

General-purpose utilities will be developed to agbistuser imanalyzingthe datareceived from
the element undetest. Data set comparatoran be used tadentify differencesbetween data
files. ETS toolswill allow the analyst to searctihrough data sets or Idies for selectedields or
conditions fordisplaying, printing, oextracting data to anothéle. The user will haveléxibility
in controlling the format of thdatabeing displayed odumped, such aspecifyingthe number of
bytes in eaclpacket todisplay or specifying a hex or Americ&tandard Code fainformation
Interchange (ASCII) conversion.

If the testincludes a verification dEDOS processing of tHeT Stransmitted dateETS toolswill
assist the user @mnalyzingthe results andetermining whethethe actual dataeceived iorrect
and matches the expectddta. Forexample ETS toolscan be used twoerify that VCDUs were
demultiplexed orthat fill frameswere discarded from ETS-generated ingata, or that the
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content of EDOS-generated data set&l the associateduality and accounting information
reflect the ETS-provided data.

2517 Report-Generation Tools

The user can request varicaismmaryreports on th@accounting and quality dhe transmitted or
receiveddata, broken down by data type, or on the results ofalstlysis utilitiesThe reports
will indicate, forexample,counts of data units, errors detectedtime interval encompassed in
the produced data seétgain, the user will have somiexibility in generating aeportsuited to
the needs of the particular test. Copies of all reports will be available electronically.

25.2 OMD Simulation Functions

An OMD functional subsystemillvhandlethe administrative message simulations requiieada
giventest. This OMD environment will allowthe user to create, stonetrieve, modify, delete,

and transmit OMDETS will provide thecapability togenerate OMD traffic amontpe EOSDIS
elements within the scope of ETS. When requested, the OMD will be coordinated with and reflect
the contents of the ETS-generated dataaddition, ETS will be able torespond toreceived

OMD, such as messages requiring acknowledgments, retransmissions, or re$jmontesting
purposes, ETS will be able to simulate OMD for up to three sources simultaneously.

25.3 Offline Functions

A final set ofsystem-level functions can be includedhe general category afffline functions.
These capabilities involve managing data required by ETS during operations.

25.3.1 Data Updates

It is envisionedhat ETS will incorporate data from other soured®re possible and will require
utilities to accept the datamodify it, access it, andtore it for ETS use€lhe datamay consist of
user data sets, datables, or databasdsor examplethe ETSspacecrafsimulation system may
require use of a subset of the EOS AM-1 Project’'s database (PDB)iltbtelemetrydata
formats and toverify received commands. As project updateshef PDB are released, the ETS
operations personnel must ensure that ETS is running with the most current version.

25.3.2 ETS Library

The collection of user datdes will be the basis of arETS testibrary, which will belocatedwith

the ETS-HRS. The preseplan isthat thelibrary will consist of tape cassettesntaining various
test datdiles already used in testing aamples of each particular type adta. After each user
test, orperhaps in the usertwiginal ETS schedulingrequest, the user test team viitlicate
whether to keep or delete the test dé¢s. If auser wants to keep a ddila beyond a few days,
the request must be approvéd.S storagenay beprovided for up to 6 months fepecifiedtest
data,subject tophysicalstorage constraints. Userdlwe giventhe option ofholding their own
test datafiles for safekeeping and as a means liofiing ETS storageand maintenance
requirements. Theéest datdibrary volume willalso be controlled with periodic and systematic
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review of the data files. Over time, the library holdings woulé)jgected to contain consolidated
files that will help improvethe thoroughness arefficiency of regression testing or end-to-end
IV&V testing.

The ETS operations personnel will catalog ttest datdiles that lave been verified and selected
by the testteam. Thetest datafiles will be listed, for example, bydata descriptionincluding
creation source, type, and format of theta, tesbbjective, anddate of dataorigination. Tape
cassettes numbered aoldssified bycreation source or testing objective, aaxtompanied by
descriptions and applicabtest scripts, will makethe testlibrary usefulfor testing ofsystem
upgrades, regression testing, multiple-element testing, and general test repeatability.

Thelist classifyingthe test datéiles will be availableor users' referenc@.est tam coordinators
will check on theexistence oftored test datlles that would meet thaeeds of plannetests. If
the stored datéile matches the user's requirements, the need foETi®data-generatiotime
during thepretestphase would be precluded or reduced simply to customeztiggingdata for
the user'specific requirements. Such customization might include changes to aldsisn the
header or error insertion.

For data security and physical safety, the test data files on tape cassettes must be kept in a secured
cabinet, away fronheat,excessive humidity, and magnesicurces. Backup procedures axber
configuration managemewbntrols will beimplemented bythe operations personnel to ensure

that data integrity is preserved over time.
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Section 3. System Operations Concept

This section provides an operational overview of E$&ction 3.1 presents thel'S operations
concept, and Sectio.2 describedfive configurations in whichETS will be used to support
EOSDIS testing.

3.1  System Operations Concept

ETS isbeing developedor the ESDIS Project askey test tool to support EOSDI&@sting. It
will be available toprovide test support for EOSDI®&lement developmenEOSDIS ground
system integration, and EOSDIS IV&V test activities. Scheduling and operatigmabrt of ETS
are controlled by the ESDIS Project. #his time,the staffing profilefor ETS operations is not
known; fordiscussiorpurposes, somginctionsare ascribed toETS operations personnel, who
will be sitting atETS consoles and operatitgl'S equipment, and some functioaseassigned to
the testeam, whowill be responsibldor detailingthe testobjectives, describinthe needed ETS
data,and assessinthe testresults. Thewo functional rolesare discussed as thougjiey are
separateentities; in reality, however, for somests the rolesnay beperformed by thesame
group or individual.

ETSwill havethree phases of operation in a comptetsession: th@retest preparatiophase,

the testexecution phase, and thposttestanalysisphase. Figur8-1 showstypical activities
performed in these operation phases. In most cB3&s will beused to generatest datebefore

the testaccording to theestscripts developed by the EOSDi&stteams. Data will beverified

and stored for later useDuring the actuatest, ETS willtransmit the preparetest data at
requested data rates to thlement(s) undaest. Dataeceived byETS during atestsessiorwill

be storedand then analyzedETS will provide dataquality, accounting, and performance
monitoring and verification capabilities duriige test.Following the test, test datand test
summary results of file comparisons and statistical tabulations will be provided to the test team for
their analyses and interpretation.

In testscenario®other than those fowhich ETS provides thesimulated spacecrafiata as direct

bit stream input t&EDOS, ETS will beconnected to thelement undetest through Ecom. For
contingency-mode operations, Ecom will provide for Nascom circuits and will perform required
blocking and deblocking functions. Thentrol of ETS will beaccomplished using workstation
incorporated into th&TS architecture. The precise configuration raftwork communications

will depend on the test script, which will be developed prior to the test.

At each test siteE TS will haveaccess to thacility's existingvoice communications. Although it
is notmandatory for testing operatios]T Saccess to th&acility's e-mail communications is also
highly preferred. The voice ane-mail communications will besed during theest execution
phase and the posttest phase for informal test reporting.
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Figure 3-1. ETS Operations Phases
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3.1.1 Pretest Preparation Phase

When ETS is scheduled, the test team will develop a detailed descriptiest script, of the test
objectives; types dfest datarequired;starttime; operational sequences and times; spetific,
ordered ETSactivities to be performed durintpe test.The testscript should als@pecify the
desired systems and communications configuration to be usbhd test, asvell asthe type of
results reporting, format, anchediarequired.ETS operations teanmembers will assess the
resource requirements associated withtédstand will coordinateany speciatestrequirements
with the test conductor and test team.

ETS will havecapabilitiesboth to generate test datquired by the particuldestscript and to

accept user-providetbst dataThe ETS-generatetést data vl be sufficient for mostelement

testing, but depending on the testing objective, user-supplied data may be preferred in some cases.
Thus, in thispretestphase asvell as inthe othertwo operational phases, coordination will be
important between thenembers othe testteam, who write théest scriptand themembers of
ETSoperations team, whiollow the testscript and us&TS togenerate or ingest thest data.

The ETS operations team will be active partners with the test team.

The data-generation activity will be automated to the extent possible. For each data set, a setup or
configuration file will be created. Depending on a number of factors, such as the complexity of the
data set or tedtriticality, eitherthe setup catalofjle alone or both thdile and the resultant
generated datwill be stored. When the test datas been generated (Reed-Solomon encoded,
packets placed into VCDUSs, and headers and trailers builtjiataewill beverified through ETS

offline utilities that perform quality and accounting checks ordtta. Theverified datamaythen

be written toETS tape cassettes. Data sets storegklisrway can beised directly irfuture tests,
thusbypassinghe data-generatioactivity. If the samepacket dataan be reused with updated
time-tags omodified header information, sondata-generatiotime will be required, but iwill

be less than the time needed for entirely new data generation.

For tests inwhich ETS will be used to receive angerify the output products of an EOSDIS
element undetest, thefinal stage of the ETS pretephasewill include generatingexpected
resultsfiles. This activitymay involveprocessing the ral& TS test dataising element-established
data producspecifications and formats, or using knowledge basdti@mputsetcharacteristics
to create the output data setlependently. The resultdes are stored for latereference. In the
posttestphase,ETS will use these resultBles for comparison with the receiveg@lement-
processed) data.

3.1.2 Test Execution Phase

Just before thestart of the tesexecution phase, thETS operations team will configure the
requiredETS resources for the telsased on the particulars of ttest script.This activity will
include loadingdata-generation catalddes or positioningdatafiles for transmissiongchecking
data lines, and running hardware self-test diagnostics.

During the actuatestexecution phasdwo maintypes of testwill be executed: tests iwhich
ETS verifies the processing of an element, and tests in HTi&@simulates an element support
of testing another element.
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In the first case,ETS will transfertest data to thelement undetest. Whenthat element has
completed its required functions on the data, ETS will receive the element-prdesssita and
store it foraccess during thposttestanalysisphase, when it comparése observed data to the
expected data sets.

Examples ofthe simulation type otests forwhich ETS may beusedinclude element interface
testing,verification of destinatiomouting, andadministrative message handling. Simulation tests
may also be performed when &#0OSDISelement needs properfgrmatted data twerify some
internal processing, such as would be neddedegression testing afternaodification toone of

its subsystem<ETS simulations can be useful in elemeéasting wherthe systems interfacing to
the given element are not yet operational or not available for test support.

During thetest, ETSoperations tearmembers willmonitor the ongoindestactivities. The ETS
control terminal will display system anelst statusluring operationsETS will havethe capability

to generate interim or runnirigtals in the teseéxecution phase for the user, on request. The ETS
test execution will be automated to the extent possible to conformheitiestrequirements such

as the starandstoptimes ofthe test or theelivery of a precise number data units. Amanual
overridecapability will exist tostart or stop data tnamission at any time, thangedatafiles, or

to execute other test-team-directed, nonscripted requekis ETS capabilitiesETS operations
team members aritie test conductanustmaintainclose coordination tbelp ensuré¢hat testing
proceedssmoothly andthat any required manual interventions irthe running of ETS are
performed accurately and efficiently.

An automated log will benaintained duringhe test to record test-relatedtivities, such as
operatorkeyboard type-ins or receipt of system inputs such as spacecraft commands.Wihe log

be manually supplemented with details of procedures and activities of the ETS operations team. In
the event of anomalous conditioS] S operations teanmembers will analyze andttempt to

correct any test anomalies and will relate their findings to the test conductor.

3.1.3 Posttest Analysis Phase

During theposttestanalysisphase ETS will perform the appropriate calculatioregunts, and
comparisons needed to generate the particular test's reSottstests thatinvolve EDOS
processing verification, an ETS-generated data file of expected results will be comparddeto the
of dataactually received fronthe element undetest. The posttestanalysisphasemay be able to
begin as soon as processed test data is received from the element, based on eayajebéiy,

and it will continue for somdime after the testuntil compilation ofthe required results is
complete. ETS will have the capability to genetatgsummaries, as well dimal analysigesults.

In some cases, thesammaryreports inthemselvesnay be sufficienfor the testteam, and the
time and the complexity of the full analysis may not be needed.

The controlterminal will display systenand test summary information irthe posttestinalysis
phase. Test resultsan bereported onelectronic orphysical media orcan be disseminated
informally through voice or -nail communications fronETS to the user teseam. ETS
operations tearmembers willparticipate in theestdebriefing and provide informaticabout the
performance of the system.
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3.2 ETS Configurations

Through discussions withESDIS Project representatives, the wide rangepadgsible ETS
capabilities was narrowed to those functions needed to support five test configurationévdhese
test configurations were seen as the most likely ways that ETS would be used to support EOSDIS
test and simulation needs:

* Configuration 1—TGT high-rate interface with EDOS

» Configuration 2—EDOS interface with DAACs

» Configuration 3—DAAC interface with EDOS

» Configuration 4—ETS as low-rate spacecraft simulator

* Configuration 5—ETS as EDOS simulator for EOC interface to SCITF and SSIM

In Configuration 1, ETS can be used iteatcapacity toverify the EDOS processing bfgh-rate
sciencedata. ETSwill transmit a source afcience playbaclata at 150Mbps toEDOS. EDOS
will process the datand transmit theutput. The output data from théevel-zero processing
(LZP) will be captured by ETS foverification ofthe EDOS data processirngTS will beactive

in simulation modes in Configurations 2 andsBnulatingEDOS data set output AACs and
simulating DAACs input ofEDOS data setstespectively. Configuration 4, which is ETS
functioning as a spacecraft simulator, ha® variations. Configuration 4A requires EDOS
participation forETS spacecrafsimulations withthe EOC; whereas in Configuration 4B, ETS
simulatesthe combined spacecraft, ground station, and EDQ@8erface tothe EOC. In
Configuration 5, ETS will perform sonteDOS low-rate forward- anceturn-linkdataprocessing
functions tosupportearly EOC testswith the spacecraft at the developdgsility and with the
EOS AM-1 SSIM. Each of thesmnfigurations is discussed in more detathia subsectionthat
follow.

3.2.1 Simulation of TGT Interface With EDOS

This configuration of ETS can be used to test the Tiglh-rate return-link interface witiDOS,

verify EDOS processing of EOS AM-1 spacecraft data, and "drive" the EOSDIS for early test and
simulation purposes. Th@rimary purpose ofthis configuration is taest the EDOSability to
capture and process the high-rate return-diata. ETS willprovide a source of high-raseience

data, receivethe EDOS outputand provide tools tassist in theverification of the EDOS
processing of th€eTS transmitted data. Data formand data rate testgan be performed.
Figure3-2 shows the high-level datlow of this configuration, and Figui@3 shows amore
detailed decomposition of thHeTS functions involved.(See also Sectiod.2.3 for ETS in the
configuration of capturing EDOS data sets.)

ETS will create a stream of CADUs and transmit it as though the data came&Gibrat rates up
to 150 Mbps.This data streanwill be generated andtoredbefore the datflow; it cannot be
modified during atest. The data will be generated according to uselections from formats
defined inthe applicable spacecraft data format control documents. Tteens that can be
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Figure 3-2. High-Rate TGT Return-Link Simulation
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specifiedwill includethe number and values &CIDs, thenumber and values &PIDs, length
of frames, length ofpackets, Reed-Solomomterleave factor, and characteristicerrors.
Alternatively, packets orframes fromother sourcesan be used apart of, orinstead of,
ETS-generated data. Usaran provide their ownlata sets fomerging intoETS datastreams.
Recorded datdrom actual spacecraftests or from other data sourcesich as spacecraft
simulators or instrument subsystems, can be used with ETS when more eatisstecneeded for
particular tests.

For sometestscenarios, errors will batentionally inserted ithe data to test the errbandling
of the element undetest. ETS Wl simulate variousspace-to-ground conditions in tluata,
including errors in the data oloss ofdata asmanifested bydata gapsand packefragments
interleaved with completpackets. ETS will beable togenerate duplicatdatasuch as would
occur during the overlap ofwo TDRSS sessions. Thest teamwill select the rate,format,
duration, anderror conditions, if anyfor each dataransmission duringhe test to meetheir
particular test objectives.

If the intent of aest is toverify EDOS processing and itiata set productiocapability, ETS can

be used to generate both an input CAD&ta streanand the expectedata set(s) thatvould
result fromthe EDOS processing tiiat dataDuring thetest, theinput CADU data streanwill

be transmitted to EDOS. QGsompletion of theEDOS processing=TS will receivethe actual
EDOS-produced data setshich will be compared to the expected data sets. The appropriate
interface control documents (ICDs) will be followed to fottme data set header, trailguality

and accounting annotation, and so forth. Data s#litbevcorrelated with thalata streanfrom
which they are produced and stored on tape or disk.

Because in most case3'S will generate test datmndstore itbefore the actudest, data sets can

be verified internallypefore theyare transmitted to EDOS. Data set#f be checked to ensure
thattheyare what is expected and tipmbper data formatonventions have been followed. ETS

will also be used to generaseimmary qualityand accounting statistics on the prepadada.
Sufficient lead timdor data set creation must b#owed for this configuration. inaytakefrom
severalhours to afull day to pregenerate a Reed-Solomon encoded CAdfAta file of

26 gigabytegGB) that would run for 28ninutes at 150 Mbps. The software encodwbich
requires the compute time, is necessary for tests that require data transmission error simulations.

During testexecution, the data will be transmitted teaial interface, appearing as a serial bit
stream with clock andlata, asinput to EDOS. If the tesincludes a verification 0EDOS
processingETS will be configured to receivéhe output products from EDOS througleom.
Following the test, the testers willse analysistools to verify the content and format of the
received data set.

3.2.2 Simulation of EDOS Interface With DAACSs

This configuration oETS will beused totest the outpuinterface ofEDOS to theDAACs (or
any otherelementthat receivesEDOS-produced data set§)gure3-4 shows the high-level data
flow of this configuration, and Figu@5 shows a moreletailed decomposition of the ETS
functions involved.
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Figure 3-4. EDOS Output Product Simulation
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ETSwill be used in this configuration teimulatethe tansmission oEDOS PDSs and EDSs to
ECSDAACSs. During thetestexecution phaseETS will transmit thedata sets through Ecom.
ETS can simultaneously transnidata sets to threBAAC destinations at amaximumaggregate
rate of 34 Mbps.

ETS can simulatehe production of an EDOS data setwo ways. Adata set generatiautility
can generate a data set according to EDOS formats and trepesification of packet-levelata
characteristics. Alternativel{sTS can process a CADU stream to generatiata set. Thenput
stream can be captured fromT&T-test source ocan be generated WyTS and then later
processed at a lower rate.

To test the interface to the DAACs, ETS will use any data set that the tester selects. Because ETS
will generate test datandstore itbefore the actudkest, the data setsan be verifiednternally

before theyare transmitted to a DAAC. Data set#l e checked to ensurthat headefields are
correctandthat proper data formatonventions have been followeBor sometest scenarios,
errorswill be intentionally inserted ithe data set header to test the ehamdling ofthe DAAC.

ETS will also be used to generate summary quality and accounting statistics on the prepared data.

ETS will have limited capability torespond to received OMIETS will acknowledge messages
when acknowledgment igart of the accepted protocol will reply to servicerequestswith
accept or reject dispositions. In additiatelivery records will be based on the actual data
transmitted, and construction records will indicate theality and accounting information
contained in the associated data sets.

3.2.3 Simulation of DAAC Interface With EDOS

This configuration of ETS, shown in Figure 3-6, will be used to test the Eidfsitinterface to
a DAAC for transmision ofdata sets. ETS ilvsimulatethe DAAC by receivingdata setgrom
EDOS through Ecom, storing tiheceiveddata up to thenaximumallotted storageapacity, and
providing quality checks and accountingtioé data. A single stream of data &% S simulating
one DAAC) can be received at an aggregate of 34 MbpsETSwill also simulateghe DAAC's
exchange of OMD witrEDOS, including the receipt ofdelivery records and the transfer of
service requests and statudata. Figure3-7 shows theETS functions represented ithis
configuration.

3.2.4 ETS as Spacecraft Simulator

This configuration hasvo variations, as shown in FiguBe8, inwhich ETS will serve as a basic,
low-rate spacecrattommand and telemetry simulator. Configuration 4A reqB®S between

ETS and EOC; Configuration 4Bloes not. InConfiguration 4A,ETS can be used toest the
communication links between the space and ground network interfaces to EDOS and the EOC for
normal and contingency modes of operations. Spacetatdt formatand data rate testsan be
performed. The transportable componentEGiS can be used for this configuration; it can be
operated at EDOS, the ground stations, oddbechsite. ETStransmits low-rate S-band return-

link data in the form of CADUs and receives spacecraft commands in the form of CLTUs.
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The return-linkdata and forward-link commands can be formattedsasal bit streams for
normal-mode operations or embedded in Nascom 4800-bit b{GKsDSN, or WOTS format)

for contingency-mode operatiorfSor ConfigurationdB, whenETS issimulatingthe spacecraft

and EDOSsimultaneouslyETS will support the datéormats establishetbr the EDOS-EOC
interface. This data format mode parameter can be set up on a session-by-session basis. Figure 3-9
shows the functional capabilities of ETS as a spacecraft simulator.

If EDOS is available for test support, ETS wil operate in thgpacecraft-only mode
(Configuration 4A). Alternatively, if EDOS is unavailabEeT S will be able to simulat¢the EDOS
interface for direct interaction with the EOC (Configuration 4B).

ETS will receive CLTUs; validatehe commands; andor a specified subset of commands,
generate telemetry in responsethosecommands. Commancbunters and th€LCW will be
updated in accordance with the COR#btocol. ETS willsimulate housekeeping, health and
safety, diagnostic dump, and solid-state recorder dumps of the housekeeping data.

ETS will provide theoperatomwith somelimited opportunities for interaction with tr@mulation.
The operatorwill be able to sendgspacecraft commandsnable or disable any element of the
command validation process, and set the CLCW for simulation and test purposes.

The operatorwill be able to monitor ongoing activities on updatirgiatusdisplaysthat will
provide real-time information such as commastatus and configurationelemetrystatus and
configuration, CLCW value, spacecraft time, and valuestioértelemetry parameters. A history
file will log commands received, command errors, and other system events for posttest analysis.

3.25 ETS as EDOS Simulator for EOC Interface to SCITF and SSIM

This configuration of ETS will be used to support early interface testing between the EOC and the
EOS AM-1 spacecratvefore EDOS isavailablefor test support. Irthis testconfiguration, the
spacecraftvill be atthe manufacturer's SCITF Valley Forge PA. ETS will perform the EDOS
low-rate functions on both the received forward-link and return-link data streams. &igjOns a
high-level depiction, and Figure 3-11 shows the functional capabilities of this ETS configuration.

For thereturn-link data streams o€ADUs from the spacecrafETS will simulateEDOS by
performing frame synchronization, Reed-Solomon decodingcan@cting, packet an@LCW
extraction, and transmission tbe EOC in the form of EDUs. For the forwdnak, ETS will
receivethe CLTUs from the EOC and transmit t@mmand bit stream tihe spacecraft through
the Ecom communication link.

The operatorwill be able to monitor ongoing activities on updatirgiatusdisplaysthat will
provide real-time information such #% number of commands received frahe EOC and the
number of frames received frome spacecraft. A histoffjte will log the receivedommands and
received telemetry, subject to storage limitations, for posttest analysis.

This same ETS configuration could also serve as a front end EOS8eAM-1 SSIM performing
the necessanfEDOS functions, to enabl¢he EOC FOT to interact witBSIM. This usage of
ETS, however, assumes that the SSIM interface to the EOC is identical to the SCITF interface.
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Figure 3-10. EDOS Low-Rate Simulation
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3.2.6 Tests Using Multiple ETS Configurations

Although each of thdive configurations istreatedseparately in this document fdrscussion
purposes, users shoutabte that for agiven test, more than oné&TS configuration might be
involved. For example, if auser wikied to haveETS simulateboth the high-rate and low-rate
interfaces toEDOS with the TGT, ETS Configuration 1 wouldsupport thehigh-rate data
requirements and Configuration 4 wowddpport the low-rate dataeeds for thdest. Another
common pairing of functiond& TS configurations is théestscenario in whickETS transmits the
high-rate sciencélata stream into EDOgonfigurationl), and after EDOShas performed its
LZP, ETS captures the data sets and verifies the EDOS processing (Configuration 3).

ETS has three types of simulatotee high-ratesimulator (Configurations 1, 2, arg), thelow-
rate spacecraftfimulator (Configuratiod), and the low-rate EDOSimulator (Configuration 5).
The simulators can be rusimultaneously intest execution mode as long adl interfacing
elements(e.g., EDOS, EOC) arable tosupportthem. A particular simulator can be tast
execution mode simultaneously wipinetestand posttestactivities; however, potential resource
conflict may reduce response times below specified levelsvalluity of the output productwill
suffer no negative effect.
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Section 4. Operational Scenarios

This section describes a general operational scenavelbas five specifioperational scenarios
that emphasize the ETS user interaction with the following simulations

* TGT interface with EDOS

+ EDOS interface with DAACs

* DAAC interface with EDOS

* ETS as spacecraft simulator

 ETS as EDOS simulator for EOC interface to SCITF and SSIM

Each operational scenariods/ided intothree ETSphases of operatiopretest preparation, test
execution, andposttestanalysis. [See Section 4.1 of th&TS system design specification
(Reference 1) for more discussion of operational scenarios.]

4.1  General Operational Scenario

Operational scenarios for tiel'S system will vary depending athe type oftest configuration
used; howeverall scenarios have a common series of activities. These actatigesimmarized
in Figure4-1. The steps for the thr&& S phases for a general operational scenargmescribed
in the sections that follow.

4.1.1 Pretest Preparation Phase

The ETS user will perform the followirgjeps to complete the pretest preparapioase steps for
a general test:

» Define the test-related steps required for the upcoming test. The ETS user will derive the
necessargteps from the test’'s objectives. These steps will be used to gliideest
data generation, equipment configuration, and test execution activities.

» Use ETS-provided data-generation utilities to create well-defined data sets based on user
specifications and/odata obtainedexternally fromother sources if the data is not
already in the ETS library.

* Determinethe configuration ofETS equipment needed to mettte prescribedest
requirements. This information will includ&gr example, specific informatiorelated to
the source of the data, data rate, oughannel, loggingptions, transmission duration,
and input channels, if required by the particular test.

* For testactivitiesthat can be automated, prepargestscript timeline file that isused
during thetest to controlepetitive or time-critical functions, depending thie nature of
the test.

20000451WQ 4-1 515-30CD/0194



BEGIN PRETEST
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EQUIPMENT
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DEVELOP A SCRIPT
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AUTOMATICALLY
CONTROL THOSE
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IN ADVANCE
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Y
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ACTUAL RESULTS

Y
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RESULTS

'
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N

Figure 4-1. ETS General Operational Scenario

20000451WQ

4-2

515-30CD/0194

2.451\7\62



4.1.2

Generatdiles containingthe expectectlement’'soutputfor comparison in th@osttest
phase if a test includes verifying element (i.e., EDOS) processing of ETS-generated data.

Test Execution Phase

During the test execution phase, the ETS user will complete the following steps:

4.1.3

Configure theequipment according tthe setup parameters and procedweified in
the setup configuration files.

— If necessary, make immediate adjustments, such as confighangortsassigned
for the specific test.

— If the tape recordesystem is beingsed as the source of data, the appropriate tape
containing the test data set will need to be mounted and positioned.

Initiate ETS test execution. The temission othe test dataan be initiateamanually or
be controlled by a test timeline, if one has been developed for the test.

Monitor ETS displays showing the current status of the test.

Intervene duringest execution as appropriate. The need for direct usalvement
during thetest will depend on the extent of intervention required forsihecifictest as
well asthe extent towhich test script timelining was used. The user will select and
transmit OMD or respond to any system equipment anomalies as required.

Maintain effective coordination with other test entities.

Posttest Phase

In the posttest phase, the ETS user will complete the following steps:

Obtain copies ofestsummaryaccounting and quality indicators in printed or electronic
format.

If the testincludes verification of elemerft.e., EDOS) processing, U&el'S general-
purpose tools t@assist inanalyzingthe results andetermining whethethe actual data
received is correct and matches the expected data.

Highlight discrepanciebetween actual versus expected results. Data set comparators
can be used tmentify differencedetween datéiles. The usemwill search through data
sets or logdfiles for selectedfields or conditions fordisplay, print, orextraction to
another file.

Obtain specific data type dumps as appropriate.

Produce an ETS-generated repstitable for further analysis,and request various
summaryreports on theanput data, thereceiveddata, or the results of dataalysis
utilities. The user can select reports for suitability to the needs of the particular test.
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The subsectionthatfollow identify activitiescharacteristic of eadestconfigurationthatmake it
unigue from the activities identified in Figudel.

4.2 Simulation of TGT Interface With EDOS

4.2.1 Pretest Preparation Phase

Various optionswill be availablefor providing the high-rate Ku-band playbadata needed to
simulatethe TGT interface withEDOS. Thescenario for thepretest preparatiophase is as
follows:

» If new test data sets are required for the test and spacecraft data is not used, the user will

— Simulate sciencdata setsvith a data-generation utility. The data-generatiblity
can be used to createdata set ofCADUs for transmission t&DOS during the
test. The user musspecifypacket APIDs, lengths, and packet-legtata, toinclude
a fixed bytepattern,incrementing byteounts, or user-provided packet data. ETS
will also allow specification oW/ CIDs, frame lengths, header fields, afRked-
Solomon interleaveepth. The user muspecifythe header or dafeelds to modify
and the update criteria and cycle associated with each modification.

— Generate data sets by modifying existing data sets.

— Introduce errorconditions in thesimulated return-linkdata; intentionally inserted
errors can include incorrectljormatted datamissingdata or gaps (asdicated by
breaks in sequence counters or packet fragmeatdsy coding errors, orinvalid
header fields.

— Check data sets to ensure that header fieldsl@adformats are consistenith test
data specifications.

— Store data sets on tape.

* If spacecraft data or data from otlsenulatedsources is desired, ETcan use thislata.
Data recorded during thermal vacuum testing with the spacecraft could be transmitted by
ETS directly (assuming media compatibility) or mergattoi ETS-generated data
streams. Presumably, thedata sets could be used sapply the morerealistic data
content needed for certain tests.

4.2.2 Test Execution Phase

The scenario for the test execution phase contains no unique steps.
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4.2.3 Posttest Phase
In the posttest preparation phase, the user will complete the following steps:
* Receive actual PDSs or EDSs from EDOS.

* Verify EDOS processing bysing ETS general-purpose tools @ssist inanalyzing the
results and determining whethtre actual dataeceived iscorrectand matches the
expected dat&ETS tools will beused toverify that VCDUs werademultiplexed othat
fill frameswere discarded from ETS-generated inghata, or that the content of EDOS-
generated data se#sd the associateguality and accounting information reflect the
ETS-provided data.

4.3 Simulation of EDOS Interface With DAACs

When ETS issimulatingthe EDOS, it willtransmit simulated®DSs and EDSETS will also
generate and transmit OMD to reflect the creataich sets. Foexample, deliveryecords will be
based on the actuaata transmittedand construction recordsilwindicate the quality and
accounting information contained in the associated data sets.

4.3.1 Pretest Preparation Phase

In the pretest preparation phase, the userdelermine whether an existirdpta setcan be
modified or if an entire newata set must be generatednéfvtest data sets arequired for the
test, the user will create a test datausig adata set-generatiantility. The user will specify the
data type packet-level informatiorfe.g., APID,length, times)data setsize, error and quality
indicators, andbther criteria. Alternatively,ETS can process @reviously stored CADU data
stream to generate the data sets, if appropriate for the test.

4.3.2 Test Execution Phase

The scenario for the test execution phase contains no unique steps.

4.3.3 Posttest Phase

The scenario for the posttest preparation phase contains no unique steps.

4.4 Simulation of DAAC Interface With EDOS

In this configuration, the ETS user will be required to provide very little information because ETS
will be functioning in a primarily passive role of receiving data.
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4.4.1 Pretest Preparation Phase

The ETS user will perform the followirgjeps to complete the pretest preparapioase steps for
a simulation of ETS DAACSs interface with EDOS:

» Create OMD or messages, such as a request for or an acknowledgment of receipt of a
data set, if required.

» Establish an equipment configuratitivat specifieswhere the receivedata seshould be
captured, stored, and checked.

4.4.2 Test Execution Phase

During thetest execution phase, thETS user willtransmit OMD and receive data set.
Depending omaccepted EDOS procedures for the data transferET& user willtransmit a
service request; a message to indicate readinesscapt datagr, onreceipt of the data set, an
acknowledgment.

4.4.3 Posttest Phase

To complete the posttest ftris scenariothe ETS user iV useETS tools toperform checks on
the receiveddata sets.Verification of the data will belimited to quality and accounting
determinations. The usaill check data set structuamd format, rather than the actual content.
Data search, display, and print utilities will be available to assist the data analysis.

45  ETS As Spacecraft Simulator

In both variations othis configurationETS will generate EOS spacecraft dédemats andwill
receive and respond inlianited way tospacecraft commandBor this test configuration, ETS
will simulate only the low-rate return-link data formats.

45.1 Pretest Preparation Phase

The ETS user will perform the following steps to completeptie¢estactivitiesfor the simulation
of the ETS as the spacecraft simulator:

 Use the data generation methatksscribed in thesimulation of TGT interface with
EDOS. Thereal-time data formatscan be simulated in real time to proviteited
responses to a subset of spacecraft commands asdpport the COP-1 protocol.
Therefore, for this configuratiomhe entire data set need not be crebiefdre thetest.
An initial data seserves as a basis to which teleme&yponses twalid commands are
updated.

» Develop aest timeline thautomaticallycontrols those portions of the test thah be
scripted in advance. The timeline will contain a sequenceopdrator type-ins
accompanied by time-tagat are executed without diredET'S usernntervention.This
feature isuseful in simulating a change selected telemetry parameters otiare; the
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method issimpler than using complex moded algorithms to achieve a predictable
change to a data field.

* Interact with the EOC personnel to plan for ETS responses to the pra@oose@dnding
sequence for the test. ETS will receive and verify all received comrbanasgll execute
and responanly to asubset of EOSommands. The userill verify that ETS isusing
the same version of the spacecraft command and telemetry datatfes&@«€ isusing.
The userwill also run anoffline updateutility if needed beforethe test toensure
compatibility with the project database during the test.

452 Test Execution Phase

The ETS usemill perform thefollowing steps to complete the testecution activitiesor the
simulation of the ETS as the spacecraft simulator:

» At the direction of the ETS user, or eaccessful execution of a command to initiate the
downlink, ETS will begin transmittingthe selected return-linkdata format at the
appropriate data rate. ETS will react as planned to received commands.

* Interact wWithETS byissuing a command line type-in ferform anETS function or
simulate a spacecraft function. A type-in coalddify selected telemetry parameters or
activate, pause, resume, or terminate a test script file throughout the test.

45.3 Posttest Phase

The posttest phase contains no unique steps.

4.6 ETS As EDOS Simulator for EOC Interface to SCITF and SSIM

ETS will be used in a differemivay for this configuration; irthe otherconfigurationsETS will

either generate or receidata as part of alannedtest orsimulation.For this case ETS will
simulate the EDOS low data-rate functions to support interface tests between the SCITF in Valley
Forge, PA, and the EOC or to enable EOC interaction with SSIM.

4.6.1 Pretest Preparation Phase

The pretest preparation phase contains no unique steps.

4.6.2 Test Execution Phase

To complete the testxecution phase whdfTl'S isoperating as an EDOSmulator and interface
between EOC and either SCITF or SSIM, HES user willinitialize ETS.During thetest, ETS
should run without any required interventiod. & functioning as a telemetry front-end processor
for EOC, will receive CADUs fromthe spacecraft or simulatoframe synchronizeéhe data,
decode the Reed-Solomon error correctszheme,extract the packets, adduality and
accounting information, and transmit tii@taunit to theEOC. CLCWswill also be extracted and
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sent as EDUSs. For forwaidahk, ETS will accept thdorward-link data in the form ofCLTUs
from the EOC and transmit the command bit stream to the SCITF or SSIM.

4.6.3 Posttest Phase

The posttest phase contains no unique steps.

20000451WQ 4-8 515-30CD/0194



Section 5. ETS Security

System security is multifaceted. THETS discussion of security is categorized infige
subsections: general security principlglsysical potection and access securgystem functional
security, data security, and network access and interface security.

5.1  General Security Principles

Basic to system security the principle that disruptive events or actions (either intentional or
accidentalthatmight interfere withthe continuity of missioroperations should beliminated or,

at least, kept to minimum. Inconsideration oETS security, theollowing pointsare raised and
recommendations made.

Planningand implementation of security measuf@ssystems developeidr the ESDIS Project

must begin irthe systems' development phases antwait until theiracceptance and operations
phases. ETS will be implemented so that its operations meet the security requirements of EOSDIS
elements within itgesting scope. Becau&el'S must be a secured system accesgirgected

data, precautionand procedurethat ensureand promotesecurity are required. Procedures for
identifying, reporting, and responding to computer securitgidents will be established.
Awareness of system security will begin early in system development and cofaintiee
duration of the mission.

Another aspect oETS security and system integritfor the development and operations
environments is configuration management. Configuration managementowtliol software
versions, hardware upgrades, tracking emplementation of functional changequests, antest
data.

5.2  Physical Protection and Access Security

ETS will, to a large extent, depend on thest site facilities and element(s) undéest for its
physical, power, and environmental security. AlthoudhTS requires no additiongbrotection
abovethat expected to be provided by ttest site facilities, it is expeted that the tessite
facilities will supporttypical operational'good practices." Foexample, access tacilities and
equipment should bdémited only to those personnel who have a role in the testifgs
restrictionwill minimize any potentialphysicaldamage to the equipment. Damage neetbe
intentional or purposeful (vandalism sabotage) but could simply laecidental (coffeepills or
smoke/dust pollution).

5.3  System Functional Security

Planningand implementation of security measufes ETS will begin early in its development
phase andwill continue throughoutts operationallife. The ETS system administrator's
responsibilities will include ETS security and interaction with security personnel at the host facility
to ensure ETS compliance with local security measures.
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5.3.1 C2 Security Features of ETS

As a systemETS will be implemented tsupportand conform to théighest securityevel of the
elements within itsesting scope. Degrees of controlled access protection are characterized on a
scale from "D"(lowest) to "Al1" (highest). Based on tlE#DOS F&PS 560-EDOS-0207.0004,
dated 11/23/92Requirement4.2.1.4.1), ETS igequired to meet the "C2evel of trusted
computer systems, as describedhe MO&DSD Automatednformation System (AIS) Security
Policy (Referenc&). The C2 classification entails monitoring and controllinige following
aspects of system operation:

» Discretionary accessontrol—ETS will utilize two-levels of password security for
system access. Users will not be able to request system functionsi¢brthey have not
been given privilege. Accesesontrol also includes the capability of the system
administrator to monitor and, if necessatjsable auser's privileges, awell as to
receive notification of system security incidents, violations, and unautharitadpts at
system access.

* l|dentification and authentication—Telp preclude unauthorized accesghe system,
each authorize&TS usemill be issued a uniqupassword by theystem administrator.
Userswill be required to change their passwomiodically to enhancéne level of
security.

e Audit trail—ETS will record thelogin and logoff of systenusers and will logsystem
input andoutput dataThis will provide arecord ofsystem activitythatcan serve as an
audit trail.

»  Operational/life-cycle assurance—A combinationtlté above automated features and
documented operations procedure ansure system securityr the systemilife cycle.
These features and procedures will ibeluded in formal trainingcourses at ETS
handover.

* Documentation—ETS security plans, automatagbabilities, andsupporting manual
procedures will be documented. TS development team will condudtaining
courses, tailored to the staff's functional positions.

5.3.2 Additional Security Features of ETS

When auser logs into theystem, a check is made to validdte access passwords axiablish
that user's system privilegder that sessionAll requestedactivities duringthe session must be
within these privileges.

ETS operations tearmembers runninghe system wl not haveaccess to th&TS executable or
source code. Thas, there must be a distinction in acceswileges atthe sessiorlevel between
ETS operations team members and ETS system engineers/maintenance programmers.

Future ETSoperations and procedures documentation will describe roleseapdnsibilities of
the system administrator regarding security issues aiidrecommend schedules, audit, and
media maintenance for the backup of system and test data.
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5.4  Data Security

The ETS isrequired toprotectits test dataand tolimit access to thigata. ETSmust prevent
unauthorized access and preclugley unauthorized modification omisuse ofthe test data
content. Appropriate security procedures will be prescribed and installed during ETS development
and will be followed by the ETSoperations team. These security measures wilimagly
procedural anghhysicalrather than automated wnplemented as a layer of systsoftware. The
design ofETS will permit future upgrade afystem andlatasecurity to Sensitivity Level 3, if
deemed necessary later.

The data security provisions also apply to the ETS library. Thegghgsecalrequirements for the
maintenance of system and test data library files. Removable media (cassettes and/or tapes) will be
secured in lockable, nonmagnetic, fireproof, amdterproof containersAccess to these
containerswill be limited to appropriate personnel. FutueTS operations and procedures
documentation will detail the procedures required to ensure physical data security.

5.5 Network Access and Interface Security

Being atestsystemETS has interfaces with external systems aetivorks. Networks dve the
specific additional requiremefr limited-access communication lines. In general, limited-access
line supportwill be provided toETS by Ecom and possibly NascoriTS will comply with
provisions laidout in the NASA Communications (Nascom) Access Protection Policy and
Guidelines(Reference8). No requirement currently exists for Ecom BDOS to provide data
encryption.

An issue related to interface securitythe recognition andlentification bythe element(s) under
test of test data, in contrast aotual operational dat&TS assumeshat there will be an EDOS
Service Header test flag that can be used to identify test data.

5.6  Personnel Security

Ultimately, a system's securitgsts in thequality and understanding of itgperations staff. ETS
personnel should undergo appropri&i@ning to ensurghat they understandhe mission in
general and their responsibilities, as well as the details of their individual jobs.

ETS personnelill acquire the appropriate security authorizaterel asdetermined by thsite
and the security level needed for the element being tested.
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Abbreviations and Acronyms

AERO
ALT
AM
AOS
APID
ASCII
CADU
CCSDS
CHEM
CLCW
CLTU
COP
CcvCDU
DAAC
DCN
DSN
Ecom
EDOS
EDS
EDU
EOC
EOS
EOSDIS
ESDIS
ETS
FTP
GN
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aerosols (series of spacecratft)

altimetry (series of spacecraft)

morning equatorial crossing (series of spacecraft)

Advanced Orbiting Systems

Application Process Identifier

American Standard Code for Information Interchange

channel access data unit

Consultative Committee for Space Data Systems

chemistry (series of spacecraft)
command link control word
command link transmission unit
Command Operation Procedures
coded virtual channel data unit
Distributed Active Archive Center
Document Change Notice

Deep Space Network

EOS Communications

EOS Data and Operations System
expedited data set

EDOS data unit

EOS Operations Center

Earth Observing System

EOS Data and Information System
Earth Science Data and Information System
EOSDIS Test System

File Transfer Protocol

Ground Network
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HRS
ICD
V&V
LRS
LZP
Mbps
MO&DSD
MPS
NASA
Nascom
OCD
OMD
PDB
PDS
PM
SCITF
SCS
SSIM
tar
TDRS
TDRSS
TGT
TSS
VCDU
VCID
WOTS
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high-rate system
interface control document
independent verification and validation
low-rate system
level-zero processing
megabits (millions of bits) per second
Mission Operations and Data Systems Directorate
multimode portable simulator
National Aeronautics and Space Administration
NASA Communications
operations concept document
operations management data
project database
production data set
afternoon equatorial crossing (series of spacecraft)
Spacecraft Integration and Test Facility
Spacecraft Checkout Station
EOS AM-1 spacecraft simulator
tape archival retrieval
Tracking and Data Relay Satellite
Tracking and Data Relay Satellite System
TDRSS Ground Terminal
TDRS service session
virtual channel data unit
virtual channel data unit identifier

Wallops Orbital Tracking Station
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Glossary

accounting data:

Application Process
Identifier (APID):

availability:

bit-error rate
(BER):

CCSDS services:

command link
transmission unit
(CLTU):

construction record:
data set:

Deep Space
Network (DSN):

delivery record:

destination:

dynamic data:
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Information that describes in terms of volumegualitly the processing
and the input andutput of an ETStesting session. Accountindata
comprises missiodataidentifiers, including time references; processing
identifiers, anddata quality and quantity information obtained and
calculated For examples of accountingata tracked, refer to the EDOS
F&PS (Reference 4), Section 5.1.3, RLPF Functional Requirements.

An 11-bitfield within the primary reader of a Version-1 CCSDS packet,
which identifies aparticular user applicationwvithin a local naming
domain. In EDOS, references to APIDs are assumed to be identical with a
given spacecratft.

The probability that agiven piece of equipment, function, or system as a
whole is ready for operational use at timee it is needed. It is calculated
as the ratio otiptime forthe element, divided byhe sum of its uptime
maintenancéi.e., removing and replacintpe failed item), preventive and

its downtime. Downtime includes time allotted for correctiva@ntenance
(i.e., deferred and schedulesaintenance activities), and administrative
and logistic delay time. A = MTTF/(MTTF + MTTR)

A ratio of thenumber oferroneous Iniary digits (bits)received,divided
by the totalnumber of bits received axpected to be received over a
specified time period.

Data packaging and transmission services describkd @CSDS
Recommendations for Space Data Syst&tendards, aspecified in
References frough 9.

The servicedataunit used to transmit forward-linllata in accordance
with the CCSDS Telecommand recommendation, as specified in
Reference 9.

Data indicating the contents and quality of the associated EDS or PDS.
A data set created by EDOS, specifically, an EDS or PDS.

Facilities and equipmentjncluding the 26-meter subnetwork, at the
following NASA sites: Goldstone, Madrid, and Canberra.

Arecord generated by EDOdescribingthe electronicdelivery of an
EDS or PDS to the DAAC or a rate-buffered data file to the EOC.

A ground service access point to which data is delivered.

Simulatediata thahas values changingyvertime in a mannethat is not
predictable.
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electronic media: Data transfaredia such as communicationstworks,e-mail, or data
lines, in contrast to physical medighardcopy computer printout,
removable disk, magnetic tape, and so forth).

EOSDIS element: An entity receivinBDOS services. Examples oEOSDIS elements
include but are not limited to the EOC and DAACSs.

EOSDIS test teams: Tewtamsincluding but notlimited to the individual EOSDIS element
developertestteams (i.e., EOCEDOS), the EOSDIS IV&V team, and
the EOSDIS integration and test team.

ETS Operations Any group orindividual who will operate ETS aits testsite, including

Team: the trainedoperatorsmaintenance personnel, and sustaining engineering
personnel.
ETS operator: A meber of the ETS operations team who sets up, controls, and

monitorsETS equipment foractivities related t@retest, tesexecution,
and posttest operations.

ETS user: A member of an EOSDIS test team wbesETS resources to support
test requirements and who iesponsiblefor detailing test objectives,
defining test datarequirements, conducting or monitoring test, and
assessing test results.

expedited data Processing performed on return-link CCSDS packat from asingle
processing: TSS. This processing includes the following functions:

» Sorting packets by SCID and APID or by SCID, APID, and
secondary header quicklook flag

* Forwarding time order packets

* Identifying data gaps

*  Producing summary quality and accounting information
* Creating an EDS from the resulting packets

NOTE: As part of expedited processing, these data rdd receive
routine production datgrocessing services, such data
merging, and redundapiacket deletionAll these packets are
retained for production data processing.

expedited data set The output of expedited processing. ABDS construction record is
(EDS): associated with th&DS. The EDS iglelivered tothe DAAC within
1 hour of completion of the TSS.

forward-link data: Data originating orthe ground andpassing through EDOS for
transmission to a spacecratft.
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frame
synchronization:

gap:

Ground Network:

high-rate data:

level-zero data:
log (verb):
low-rate data:

mission data:

multiple:

operations
management:

operations
management data
(OMD):

packet fragment:

physical channel:

physical media:

playback data:
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A digital datahandlingprocedure performed bysystemthat recognizes
a fixed data pattern to determine the boundaries of a frame of data.

A condition of thdest data inwhich there is a period afime when it
appears that no data leing transferred. Three types of data gap are
identified for ETS simulation: a clock signal is present ortrdmesmission
line, but no data i®eing transmitted; neithetock nor data is present on
the line; and the clock signal is present, but there are no data transitions.

Facilities and equipment athe following NASA sites: Mila, Bermuda,
and Dakar.

For ETS purposes, data at rates greater than or equal to 1.1 Mbps.

Spacecraft or instrumdata atfull space-time resolution witkpace-to-
ground communications artifacts removed.

To store received or generatedlata for the purpose ohistory
accounting, fault isolation, or system recovery.

For ETS purposes, data at rates less than 1.1 Mbps.

Spacecraft, instrument, and other datadppeafic mission. Missiodata
includesspacecraft forward- and return-lirdata in rawand processed
forms.

More than one simultaneously active data channel.

The supervisory, control, andupport activities needed to sustain
operations at an acceptablevel. For EDOS, this includes system
processing control, operatioptanning, andEDOS and Ecom operations
coordination for EOSDIS elements.

A generic ternthatdescribes anglata used tonanageEDOS operations
and its interfaces. Examples d®MD include control, reporting,
operations planning data, and service requests.

A portion of a CCSDS packet. Paftkgiments result frorthe loss of a
CADU containingpackets in the CCSDS Path Serveganning more
than one VCDU.

A space/ground transmission medium.

Removabtiisk, magnetidape, or actuahardcopy (such as a computer
printout or a screen dumgnto paper), as opposed étectronicmedia
such as communicatiometworks,e-mail, computermemory, or online
disk storage.

Data that has been recorded onboard a spacecraft for later transmission to

the ground.
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playback Playback processingestores "as-recorded order" to spacecraft tape-
processing: recorded dataeceived by thdrame synchronization function in reverse
order.Playbackdatareceived in forwardrder are processexhdstored
as received. Transfer of playbad&atacommences aftehe completion of
the TSS.

predefined: Known and planned for. line case of ETS, the types of errors
introduced into the data are known and user chosenatigeyotrandom,
unpredictable, or unexpected.

production data Processing performed on return-link CCSDS padiegd, which includes
processing: the following functions:

a. Sort packets by SCID and APID

b. Forward time-order packets

c. Identify data gaps

d. Identify and delete redundant packets between multiple TSSs
e. Produce summary quality and accounting information

f. Create a PD$ontaining mergedata frommultiple TSSsfor up to a
24-hour period

production data set A PDS consists of packetgth a single SCID/APID andhcludes quality

(PDS): and accounting informatiofmdentifying all packet anomalies anddata
gaps. A PDS is generated from production dptacessing and is
delivered tothe designate®AAC within 8 hours for a covered 24-hour
period.

quality and Data thatdescribeghe results of EDO®nissiondataarchive anddata

accounting data:  delivery services. Qualityand accountingdata includes missiondata
identifiers such as time referenc€)OS processinglentifiers, and the
missiondataquality and quantity information obtained fratime EDOS
processing.

rate-buffered data: Mission return-linkdata thathas been received e EDOS from a
single TSS for delivery at a rate different from the rate received.

service access The point atwhich servicesare provided by aentity to a user of the
point: entity. Service access points can be internal or external to EDOS.
service reports: A generic term fogports generated for EOSDEements, which may

include administrativelata, control dataand statuslataresulting from a
request for EDOS services.

service request: A request from an EOSRBI&mentfor a change in th&DOS services
being provided.
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SN ports:

source:

Space Network
(SN):

static data:

status data:

TDRS service
session (TSS):

test data:

test data set:

test data set
identifier:

test results:

testing session:

user data:

verification:

virtual channels:
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Physicalconnection points to th€GT throughwhich physical channels
can be directed.

The ground service access point from which data is received.

The combined space anground segmentelements supporting the
TDRSS. The SNnhcludesthe TDRSs, th&Vhite Sands Complex, and the
Network Control Center for TDRS scheduling and control.

Data that follows a fixed, predictable pattern over time.

Data thdefinesthe characteristics of curregystemoperations. Status
data includes configuration, performance, faultata accounting, and
privacy and security information.

A TDRS service session ithe duration of a TDRService between
acquisition of signal and loss of signal, assumed tonbminally
10 minutes in duration for EDOS considerations.

Data used for testing and/or diagnostics.

A data sebmprising atest data setdentifier, test data used, and
accountingdata. The expectetkst results may also be included or
logically linked with the original test data.

A unique identifier for a given test data set.

The evaluation tife testing performed. Theselude detailed specifics
of detected errors awell as summarytotals and variousalculated
measurements.

ETS testing operations are organized into three phagestest
preparation, teseéxecution, angosttestanalysis.The termETS testing
sessionrefers collectively to all three phaseswhen executed in a
contiguous block of time.

Test data provided to ETS by an ETS-external source.

The process ofconfirming by test or comparison toother operating
systemsthat aconfiguration item or configuration item component can
achieve its objectives.

A CCSDS architectural concept whereby a single physical chraynie
shared by different users by creatimgultiple, apparently parallel,
"virtual" pathsthrough thephysical channel. This is formaltjescribed in
Reference 6.
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virtual channel data A fixed-length CCSDS AOS data structure uskdirectionally for
unit (VCDU): space/space or space/ground communications. A V@it includes
forward error correctioncoding is referred to as a coded VCDU

(CvCDU) and isimplied by references to VCDUs, aspecified in
Reference 6.
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